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PHYSICAL SECURITY SURVEY
CHECKLIST FOR BOOKSTORES

By

Randy Gonzalez

This basic physical security survey checklist has been devel-
oped to assist the bookstore manager in conducting an on-site
security analysis. The format has been designed in a basic &
general format so that the individual manager may modify and
otherwise adjust the survey to fit the needs of the particu-
lar setting.




(I}

[IT]
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Identification of the Bookstore: General Information....

Name of Facility:
Owner: Manager:
Address:

Survey to be Conducted By:
Date Survey to be Conducted:
Date Survey Completed:
Date of Last Survey:
[Note: A survey should be conducted at least once a year.}

Implementation of Survey - Background Data:,...... Ceenen

A. Security Hazards present by nature of surrounding or
nearby neighborhood(s):
B. Access to store by security/police units, and emer-
gency personnel is unrestricted by roadways, etc.:

€. Surrounding building design, landscape, etc. dc not
hinder police surveillance:
D. Adequate levels of supervision are exercised at all
times, and no history of previous personnel problems:

E. Explain any previous history of criminal activity &
related security problems:
F. Analyze Security Problems with regard to any losses,
or problems related to: (Indicate 'ves' or 'no',explain}

Theft: Burglary:
Emplovees: Shoplifting:
Robbery: Inventory lLosses:
Check Offenses: Credit Cards:
Property Damage: Vandalism:

Arson: Bomb Threats:
Fraud: Other:

[ 1 Explanation: As necessary attach separate sheets to
explain losses and problem areas for further analysis.

G. Estimate of Total Losses (Yearly) from above items:..
5 Past Year $ Previous Year.......
% Difference/Comparison with previous vears...

H. Assessment of General Operations: [Rate ‘Good','Fair'
'Poor' for the following observations; Explain.]

1. Cash Handling:
2. Opening/Closing Procedures:
3. Merchandise Operations:
4, Inventory Control:

5. Other Unique Factors:




I1I. Bookstore Loss Potential
Factors - Overview:..........
A. Survey is a followup to a
recent crime: ves no
B. Bookstore is located in a
high crime area: yes no
C. Crime Prevention program
has been conducted by police-~
management: vyes no
D. Bookstore has written pol-
icies regarding security, and
security procedures: ves no
E. Average Police Response -
Time to Problems:

F. Bookstore has person res-
ponsible for security, safety

etc.: ves no
G. Good wrevention liaison -
with local police: ves no

H., Access to bookstore at any
time is well-controlled and
supervised: ves jale)
I. Efforts have been made to
secure high risk areas such

as: safes, cash registers,in-
ventory, office areas, etc.,:
ves _no

Protection of Pire Extin-
&

J.
guishing Egquipment, Valves
related equipment:

K. Security and Safety of
Parking Areas:

—-—

.. Security of Trash collec-
tion as possible points for
concealment of property, and

intruders:

M. Other Security Factors in
consideration of the unique
features of the setting:
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V. Analysis of Interior Area
of the Bookstore...eessaeace.
A. Adequate Lighting at all
times:
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B. Security of all interior-
doors:
C. Securitv of all interior-

windows:

D. Security of Ceiling areas
and crawl spaces:

E. Security of common wall
areas and adjoining building
construction:

J. Other factors: F. Employee break areas:
-.oo--o-o--:-o-oo-oo-o:------ G‘ Security Df electrical &
IV. Analysis of Exterior of  utility service areas and re-
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A, Barrier/Fencing Protect-
ion of Perimeter:

LI I R I )

B. Lighting Systems:
c.
Secure Visibility:

Obstructions to Safe and

D. Reduction of Climbing
Aids or tools that may assist
intruders:

E. Any possible points of
concealment for intruders and
assailants:

¥, Security of the Exterior
Doors and Openings:

G. Security of the Exterior
windows:

H. Other possible points of
entry:
I. Protection of Exterior

Utility Services:

lated equipment rooms:

H., Security of
Operations:

Cash-Handling

I. Security of office equip-
ment:
J. Security of cash-register

areas and counters:

K. Security of any removable
panels and gratings:

.. Security of Storage areas
and inventory supply rooms:

M. Proper access controls to
all inner areas:

N. Visual observation of the
book shelf displays and sales
floor:




0. Adeguate Key Control, and
security of all keys:
P, Property Inventory and

audits:

Q. Frequency of lock, key &

combination changes:

Control of access for the
vendors, repairmen

R.
customers,
etc,:

S. Check and credit card re-
lated security and procedures

T. Other factors unique to

the operations:

B R R E R R AR R SRR R P E PR A E RSN

VI. Security Systems & Anti-
Theft DeviCeS.ieervecranns o

A. Reliability of existing -~
systems/devices:
B. Type of Systems that are

in use:

C. Regular testing- Mainten-
ance for systems:

D. Employee education in the
proper use:

E. Frequency of talse alarms
F. No system{s) 1in use:
G. Need for system(s):
H. Regular change in access-

codes, procedures, etc.:

I. Other factors:

J. Application of Security &
proper procedures for:
Perimeter:

High-Risk Areas and Collect -
ions:

Office Areas:

Parking Lots:

Floor and Display Areas:

Cash Register/Check out areas

Entrances/Exits:

Safes:

Money Handling areas:
Emergency Plans:
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VII. Employee Education, and
Training in Safety/Security..
A, Regular Programs:

B. Vigilance/Surveilance of
Operations:

C. Emergency Response:

D. Posters, Signs, Brochure
Materials, ete.:

E. Other Aspects:
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VIII,Summary Review and Rela-
ted Considerations

Al General Environment and
Operations Conducive to Sec-
urity:

B. Perimeter Security:

C. Landscape Security:

D. Security Lighting:

E. Office Security:

. Lock and Key Control:

G. Access Controls:

H. Alarm Systems:

T. Emergency Plan:

J. Internal Accountability-
Controls: records, inventory,
shipping, receiving, etc.:

K. Cash-Handling: Deposits,

Cash Count, etec.:

L. Major Crime Threats: Em-
plovee Theft, Robbery, Burg-
lary, Shoplifting, Vandalism,
Checks, Credit Cards, etc.:

M. Overall Assessment:

N. Diagram of Floor Plan &
Possible Security Weaknesses:
[Diagram or Blueprints, plus,
any photos, attached for any
additional explanation.]




Date Requested: By:
Date Conducted: By:
Location Name:

Address:

City/State:

Sector: Grid:

Building Type:

Survey Purpose/Scope:

Authority for Survey:

Part |:

Background Factors:

A,

m
.

. Local Setting/Neighborhood

. Previous Crime

Survey is a followup to an existing,
or potential crime problem:

YES No
has a
history of criminal activity:

Yes No

. Local Setting/Neighborhood would be

considered a high-risk environment:
Yes No

Crime Prevention Programs &

other services: Security Survey
Yes No ~ Neighborhood Watch

:::pperatTaﬁ—I.DT“'_“pther:

Total Mumber of L{rimes Reported from
this location within past year:

Total Number of Crimes Reported from
this location within past year for
the following crimes:

Sexual Battery:

Robbery:

Burglary:

The ft:

Assaul ts:

Vandal ism:

Fraud:

Other (Explain,:

Estimated Dollar Loss {l-ycar):
Police Report Number(s) for further

reference:

Pervious history of labor, personnel
problems: Yes No

. Any written policies/procedures con-

cerning security~crime prevention at
this location: Yes No
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M.

Part 11: Analysis of Extericr Areas:
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tmportance of building/facility for
surrounding neighborhood: Hospital

Health Service Computer Center
::}Mter Supply “TElectrical Plant
__Research/Lab ::Financia] Center
__Retail Store Records Storage

Food Service ::Recreation Area

" Other:

lation to visibility and terrain:

Police Response Time:
Fire Dept. Response Time:
Medical Service Responst Time:
In-House Security Personnel at this
No

tocation:  Yes Type:

A,

Overall assessment of freedom of
cess to building:

Q0
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tdentification of important high ris¥
areas with facility: __ Cash Handlind
__Office Property __Records/Fileg
__Equipment Storage Safes~--Vaul ts

__Chemical Storage _ Medical Supply,
__Pharmacy ___Other: :
i

H

1

]

L

Barriers & Fencing: X
{

I

Lighting: 3
Measurements Taken: Yes No :
Results: |
Meets Minimum Lighting Standards: :
Yes No H

Obstructions to visibility of entran-
ces, exits, loading/shipping areas orl

rear doors, observations from screel!
line, etc.: !
I
]
!
1
Climbing aids or tools that may he of!

assistance to intruders:

Noise generating equipment that could
cover the sounds of Intrusion:








































